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Abstract

Group key management (GKM) is one of the primary is-
sues for secure group communication (SGC). Contributory
group key agreement is crucial for SGC over wireless and
mobile ad hoc networks (MANETS) when there is lack of
a fixed infrastructure and it is difficult to have a central
trusted entity. Recently, Balachandran et al. proposed a
contributory key agreement protocol for MANETS, called
CRTDH [5]. This protocol is based upon both the Chinese
Remainder Theorem and the Diffie-Hellman key exchange
scheme. CRTDH exhibits a very nice idea, but contains
some problems that make it not very practical in terms of
efficiency and security. We point out these problems and
propose a solution to them. Analysis and experiments are
also presented which show our improved protocol outper-
forms the original CRTDH protocol in terms of both effi-
ciency and security.

Keywords: Secure Group Communication, Group Key
Management (GKM), Contributory Group Key Agreement,
Chinese Remainder Theorem, Diffie-Hellman Key Ex-
change.

1 Introduction

Secure group communication (SGC) is defined as the pro-
cess by which members in a group can securely commu-
nicate with each other and the information being shared is
inaccessible to anybody outside the group. In such a sce-
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nario, a group key is established among all the participating
members and this key is used to encrypt all the messages
destined to the group. As a result, only the group mem-
bers can decrypt the messages. The group key management
protocols are typically classified in four categories: central-
ized group key distribution (CGKD), de-centralized group
key management (DGKM), distributed/contributory group
key agreement (CGKA), and distributed group key distri-
bution (DGKD). (1) In CGKD, there exists a central en-
tity (i.e. a group controller GC) which is responsible for
generating, distributing, and updating the group key. The
most famous CGKD scheme is the key tree scheme (also
called Logical Key Hierarchy (LKH) in some papers). This
scheme was independently proposed by several research
groups nearly at the same time [33, 34, 12, 24], followed
by many researchers proposing improvements and enhance-
ments [11, 19, 21, 23, 25, 29, 30, 37]. (2) The DGKM ap-
proach involves splitting a large group into small subgroups.
Each subgroup has a subgroup controller which is responsi-
ble for the key management of its subgroup. Subgroup con-
trollers are also in charge of relaying encrypted data mes-
sages. The first DGKM scheme to appear was IOLUS [22].
There followed some improvements and hierarchical group
key management schemes [6,9, 13,27, 29]. (3) The CGKA
schemes involve the participation by all members of a group
towards key management. Such schemes are characterized
by the absence of the GC. The group key in such schemes
is a function of the secret shares contributed by the mem-
bers. Being contributory in nature, the distributed schemes
help in the uniform distribution of the work-load for key
management and eliminate the requirement for a central



trusted entity. Typical CGKA schemes include binary tree
based ones [14, 18] and n-party Diffie-Hellman key agree-
ment [2, 10, 17, 8, 31, 18]. (4) The DGKD scheme, pro-
posed in [1], eliminates the need for a trusted central au-
thority and introduces the concepts of sponsors and co-
distributors. All group members have the same capability
and are equally trusted. Also, they have equal responsibil-
ity, i.e. any group member could be a potential sponsor
of other members or a co-distributor. Whenever a member
joins or leaves the group, the member’s sponsor initiates the
rekeying process. The sponsor generates the necessary keys
and securely distributes the keys to co-distributors respec-
tively. The co-distributors then distribute in parallel, cor-
responding keys to corresponding members. In addition to
the above four typical classes of key management schemes,
there are some other forms of key management schemes
such as hierarchy and cluster based ones [6, 16]. The paper
in [28] presents a good survey of earlier group key manage-
ment schemes and the book [38] presents a comprehensive
coverage of SGC as well as secure dynamic conferencing
(SDC) and hierarchical access control (HAC).

Wireless networks, in particular mobile ad hoc networks
(MANETS) and wireless sensor networks, have revolution-
ized the field of data networking with applications in nu-
merous fields. MANETS can be used in all those situations
where there is no time or resources available to setup a back-
bone network or infrastructure. With their increasing usage,
secure group communication over such networks becomes
vital. In MANETS, since there is no pre-defined/fixed in-
frastructure, a central authority is not usually available, and
there are generally equivalent leveles of power and trust (or
to say, untrust) among the participating members. A con-
tributory group key agreement scheme is most appropriate
for SGC in this kind of environment. Several group key
management schemes have been proposed for SGC in wire-
less networks [3, 7, 15, 20, 26, 32, 35, 36]. Recently, Bal-
achandran et al. proposed such a contributory key agree-
ment protocol for MANETS, called CRTDH [5]. This proto-
col is based upon both the Chinese Remainder Theorem and
the Diffie-Hellman key exchange scheme. CRTDH exhibits
a very nice idea, but contains some problems that make it
impractical in terms of efficiency and security. We point out
three such problems: low efficiency, possibly a small key,
and possessing the same Least Common Multiple (LCM),
and propose a solution to them. Analysis and experiments
are also presented which show that our improved protocol
outperforms the original CRTDH protocol in terms of both
efficiency and security.

The rest of the paper is organized as follows. In Sec-
tion 2 we briefly introduce the original CRTDH protocol.
In Section 3 we point out problems with CRTDH and pro-
pose improvements. Section 4 includes a performance anal-
ysis and experimental comparison between the original and

improved CRTDH. Finally, Section 5 concludes the paper.

2 A brief description of the original CRTDH
key agreement protocol

For simplicity, we use the following notations.
U; (1 < i < n): group members;

p: alarge prime;

g: a primitive root or generator of Z*;

h: a cryptographic hash function;

CRT: Chinese Remainder Theorem;

DH: Diffie-Hellman;

GCD: Greatest Common Divisor;

LCM: Least Common Multiple.

2.1 Group key establishment

Every group member U; does as follows.

e Step 1.1. Selects a DH private share z;, computes y;
g* mod p.

e Step 1.2. Broadcasts y;.

e Step 1.3. Computes m;; = y;“ mod p, j #i.

e Step 1.4. Computes LCM lem; = LC M, {m;}.

e Step 1.5. Selects random k;, D;, and P; such that k; <
minj# {mij} and Di 7é kii, and ng(Pi, lcmi):l.

e Step 1.6. Solves the congruences

crt; = k;
ety = Dy

(mod lem;)
(mod P;)

and broadcasts crt;.

e Step 1.7. Computes k; and the group key GK as k; =
crt; mod my;, j#t,andGK =k ®ka®... Dky.

2.2 The CRTDH join operation

Suppose that U,,1; (1 < j < [) are going to join the
group.
e Step 2.1. U; (1 < ¢ < n) compute the hash value

h(GK). One of them, say Uy, transmits 2(GK) and
yi (1<i<n)toUny; (1<j<I).

e Step 22. Upy; (1 < j < 1) execute Steps
1.1-1.2, execute Step 1.3 only for m,ijnte (1 <
t < I; t # j), execute Step 1.4 as lemyy; =
LCM<¢<i; t£j {Mn+jn+t}, execute Steps 1.5-1.6
with 4,5 (n < 4,j < n + [), and broadcast
Crlntss Yntj-

e Step 2.3. U; (1 < i < n+1) recover kyy; (1

j < 1) and compute the new group key as GK ey
WMGK) ® kni1 @ ... knyi.
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2.3 The CRTDH leave operation

Suppose that n > s > land Usy; (1 < j <n—s)are
going to leave.

e Step 3.1. One of U; (1 < ¢ < ), say Uy, re-
does Steps 1.4-1.6 with a new k} and a new lem; =
LCMs<;<s{m;}, and computes and broadcasts the

new crti, and computes the new group key GK, ey =
GK @ k.

e Step 3.2. U; (2 < i < s) recover ky from crt; and
then compute the new group key GK ey = GK G k3.

3 The CRTDH problemsand improvements
3.1 Problems in the original CRTDH

There are some problems with the CRTDH scheme
which we discuss below as follows.
Problem 1. In Step 1.4, the value of lcm; can be as large as

O((p—1)"™),

which can be prohibitively large since p is large and n is not
very small, and then the storage needed for and operations
(e.g., in Step 1.6) on lcm; might not be practical.

Problem 2. Since x; are chosen independently by U;, it is
possible that some of the m;; in step 1.3 are small. If so,
the randomness of k; in Step 1.5 is affected and the security
strength may be reduceid.

Problem 3. Because of the fact that the LCM for a given set
of numbers is not unique to the given set, the “same LCM”
problem can occur. In other words, there can be more num-
bers that are added to a set and still result in the same LCM
value. For example, LCM{4,6,8}=LCM{4,6,8,12}=24.
Adding 12 into the previous set or removing 12 from the
later set will not change the LCM value of 24. This could
cause problems in the member join and member leave op-
erations. Let us consider the member join operation first.
The problem arises if the shared DH key between the exist-
ing user and the newly joined member does not affect the
LCM of the new set. This could lead to breaching of back-
ward secrecy: the new member would be able to obtain the
secret share of the existing members. As for the member
leave operation, the problem arises once again if the new
LCM value without the departing member, is the same as
the LCM value when the departing member was still in the
group. In such a case, the departing member would still
be able to decrypt new messages (so violating forward se-
crecy).

3.2 A modified key agreement protocol

The above problems can be resolved by modifying the
CRTDH protocol as follows.

Steps 1.1’-1.2" are the same as Steps 1.1-1.2, respec-
tively.

Steps 1.3'. Let!

if y;" mod p > &

_ [ ¥y modp
Mij = otherwise

p—y;j’ modp

Step 1.4 will be removed.

Step 1.5’. For a given j # 14, U; chooses P;; such that
ged(Pij,mgj) = 1.

Step 1.6". For j # 1, U; uses the following new congru-
ences to replace the original ones:

crti; = ki (mod my;)

C’I"tij = Di (mod Pij>
where D; is the same as in Step 1.6. U; also broadcasts the
set of pairs?

erty = {(Uj, ertyy) + j # i},

Each group member U; finds his own matched crt;; (i #
j) from crt; broadcast by U;. Note that usually, we have
CTtij 7é C’I”tji.

Step 1.7". U; Computes crt;; mod m;;, j # 1,
which must be k; since m;; = mj;, and then computes
GK =k1 @ ka&® ... P ky, which is the group key.

3.3 A modified join operation

Suppose that U,,; (1 < j < [) are going to join the
group.

Step 2.1’ is the same as Step 2.1, ie., U; (1 < i <
n) compute the hash value h(GK). One of them, say Uy,
transmits A(GK) and y; (1 <i <n)toU,y; (1 <5 <1).

Step 2.2". Upy; (1 < j < 1) execute Steps 1.1'-1.2/,
execute Step 1.3" only for my4jnye (1 <t < 15 t # j4),
and execute Steps 1.5’-1.6" only for ¢rt,ijni1 (1 <t
l; t # j), i.e., compute and broadcast y,,1; and crt), 4
{crtnpjmpe s 1<t <1 t# 5}

Step 2.3. U; (1 < i < n+1)recover kpq; (1 <j <
1) by using the method in Step 1.7/, and compute the new
group key as GK ey = H(GK) @ kpp1 & ... B k-

A

IThis will solve Problem 2 since m,; will not be small.
2This will solve both Problem 1 and Problem 3 since there is no in-
volvement of LCM, also see the performance analysis in the next section.



3.4 A modified leave operation

Suppose thatn > s > land Usy; (1 < j <n—s)are
going to leave.

Step 3.1’. One of U; (1 < i < s), say Uy, redoes Steps
1.5/-1.6" with a new k&, broadcasts the new crt] = {crty :
2 <t <s}
and computes the new group key GK e, = GK @ k.

Step 3.2". U; (2 < i < s) recover k; from crt} and then
compute the new group key GK ey = GK P ky.

It is worthy to mention that CRTDH, including the above
improvement, does not perform user authentication in the
key agreement process, thus, suffering from the Man-in-the-
Middle attack. The detail discussion of such a problem and
one possible solution can be found in [39].

4 Performanceanalysis

In this section, we analyze the complexities of the improved
protocol and the CRTDH protocol. We also performed ex-
periments on both protocols and the experimental results are
presented here.

Theorem 4.1 Suppose p is the system prime and n is the
group size, then the time complexity executing the CRTDH
protocol is O(n2lg p) while the time complexity executing
the improved protocol is O(nlg p). Thus, the improved pro-
tocol is faster than the original CRTDH protocol by a factor
of n.

Proof: For proving the above complexity, we can use
some results from [4] which are restated here:

Corollary 4.2.4. Let u,v be (positive) integers. we can
compute the ged of u and v using O((lgu)(lgv)) bit oper-
ations.

Corollary 5.5.6. Let mj,mo,...,my be integers,
each > 2, and define m = mima...my, and m’ =
lem(my, ma, ..., my). Given the system S of congruences
x = zi(mod m;), 1 < i < k, we can determine if .S has
a solution, using O((lgm)?) bit operations, and if so, we
can find the unique solution (modm’), using O((lgm)?)
bit operations.

From the above Corollary 4.2.4, it can be obtained
that the time complexity for computing lem(u,v) is also
O((lgu)(lgwv)) bit operations since lem(u,v)= (u X
v)/ged(u, v) (or (u/ged(u,v)) X v).

Let us analyze CRTDH first. The time com-
plexity of CRTDH mainly comes from two opera-
tions: computing lcm; and then solving crt;. There
are are at least two ways to compute lcm; (=
lcm{mil, s ,mi(i_l), mi(i+1), ceey, mm}) The first one
is by the linearly recursive formation: Ilcm;z =
lem{mi1, miz}, -+, lemg; = lem{lem;_1y,mi;} (5 #
i, > 3), -, lemy = lemy, = lem{lem;gm—1y, Min }.
A second method is by the binary recursive formation:

lem; = lemg(y ny = lem{lemi 2y, lemi o410y} 0
lemijey = lem{lemg jr)2), lemi((j+r)j2+1,0) ) and
lcmi(m-_‘_l) = lcm{mij, mZ(J_H)} (] 7& ’L) No matter
which method is used, their complexity is O(n?(lg p)?).
As for computing crt;, since lcm,; can reach the magnitude
of (p—1)"~! and lem; x P; is in the magnitude of (p—1)™,
by Corollary 5.5.6, the time complexity for computing crt;
is of O(n?(lgp)?). Thus, the total time complexity in the
CRTDH protocol is O(n?(lg p)?).

With regard to the improved protocol, by the above
Corollary 5.5.6, computing every crt;; requires O((lg p)?).
There are n—1 crt;;, so the total time complexity in the im-
proved protocol is O(n(lgp)?). As a result, the improved
protocol is more efficient than the CRTDH protocol by a
factor of n. O

As for the communication complexity, crt; will be of
length (n — 1)(lgp) bits and the combination of all crt;;
will also have length of (n — 1)(lgp) bits. Therefore, the
two protocols have the same communication cost.

Table 1. Running times of computing lcm;,
crt; and crt;; for 32-bit prime

CRTDH Improved
#users lem; crt; lem; + crt; | Total crty;
64 551768 1176071 1727839 1582363
128 1813671 3515796 5329467 3191863
256 6631611 13530292 20161903 6415793
512 23518885 45259282 68778167 12985918
1024 90008450 | 169990247 259998697 25822287

Table 2. Running times of computing lcm;,
crt; and crt;; for 64-bit prime

CRTDH Improved
#users lem; crt; lemg; + crt; | Total crt;;
64 1816920 5139217 6956137 3332764
128 6335419 18082233 24417652 6678804
256 23666491 70995992 94662483 14167649
512 93344922 271524897 364869819 27078570
1024 348512973 | 1003013296 | 1351526269 54375547

We performed the experiments for computing the CRT
values on a DELL laptop with a 1.8GHz Intel(R) Pentium
(R) M processor and 1GB RAM under Windows XP us-
ing JAVA. The running time for each category is averaged
over 100 runs. The experimental results validate the the-
oretical analysis. For example, when p is a 32-bit, 64-bit
prime respectively, and the number of members n is 64,
128, 256, 512, and 1024, the running times in terms of
nanoseconds for computing lcm;, crt; (in the CRTDH pro-
tocol) and crt;; (in the improved protocol) are shown in



Tables 1 and 2, also shown in Figures 1 and 2.
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Figure 1. Running times of computing lcm;,
crt; and crt;; for 32 bits

1.4e+09

T T T
fem_itert i ——
[ a—

lem_i —-m;

m
120400 - Total crtJjj A4 |

le+09
8e+08 |-
6e+08 -

4e+08

Running time with 64 bits prime (in nanosecconds)

2e+08 |-

<7»I‘<">

[ T e . ; .

100 200 300 400 500 600 700 800 900 1000
Number of Members

Figure 2. Running times of computing lcm;,
crt; and crt;; for 64 bits

It is worth pointing out that one other modification to the
CRTDH protocol is to form the congruences for all m;; and
compute one overall CRT value:

ert; = k;  (mod my)
ert; = ko (mod my 1)
ert; =k (mod my i)

crt;
crt; = Dy

k; (mod myy,)

There are some problems with this solution. At first, the
time complexity for computing the above crt; is O(n?lg p),
rather than O(nlg p). Secondly, it is required that all m;; be
pairwise co-prime, which is difficult to achieve. Whenever

there are some m,;; which are not co-prime, there is a need
to ask the related members to reselect a new x;, recompute
i, and recompute m;;. This process may require several
repetitions, and consequently is inefficient.

5 Conclusion

In this paper, we point out three problems that are present in
the CRTDH protocol and propose corresponding solutions.
We also analyze the performance of our improved proto-
col and compare it with the original CRTDH protocol, both
theoretically and by experiments. The results show that the
improved protocol has higher efficiency than the original
CRTDH. The improved protocol also has higher security
strength than the original CRTDH when some of the m;
are small.
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