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Abstract

A novel encryption model for digital videos is preserted. The model
relies on the encryption-compression duality of certain types of permuta-
tions acting on video frames. In essencethe proposedencryption process
preservesthe spatial correlation and, as such, can be applied prior to the
compression stage of a spatial-only video encoder. Several algorithmic
modes of the proposed model targeted for dierent application require-
ments are preserted and analyzed in terms of security and performance.
Experimental results are generated for a number of standard bendhmark
sequencesshowing that the proposed method, in addition to providing
con dentialit y, preserves or improvesthe compressionratio.

1 Intro duction

Application-speci ¢ video encryption represerts an important problem in multi-

mediasecurity. In orderto support awide rangeof real-world video applications,
an encryption algorithm should be designedwithin a speci ¢ video compression
framework. Convertional encryption is designedfor genericdata, and as such,

it doesnot support many speci ¢ video application requiremerts. For instance,
video encryption algorithms that support one or more of the following applica-
tion requiremerts are often needed:

1. Perceptual quality control. An encryption algorithm can be usedto inten-
tionally degradethe quality of perception, but still keepthe video visually
perceiable.

2. Format compliance. It could be desired that the encryption algorithm
presenes the video compressionformat, so that the ordinary decaers
can still decade the encrypted video without crashing.

3. Codec standard compliance. A typical video systemis likely to consistof a
premanufactured standard-conforming encader and decader modules, and
a video encryption method that requires no modi cation to either of the
two modulesis often desirable.



4. Minimal processingspeed. In many real-time video applications, it is im-
portant that the encryption and decryption algorithms are fast enoughto
ensurethe minimal processingspeedneededfor the normal video system
functioning.

5. Constant/near-constant bitrate. It is often required that the encryption
transformation presenesthe size of a bitstream, where the output pro-
ducedby an encryption-equipped encader and the output producedby an
ordinary encader have sameor similar sizes.

In general, two basic researdt methodologies for digital video encryption
are usedto provide support to aforemertioned application requiremerts. Sele-
tive encryption algorithms perform conventional or non-cornventional encryption
only on certain selectedparts of the video bitstream. In this type of algorithms
the encryption step occurs either during or after encading. For instance, Meyer
and Gadegast[1] proposedto encrypt only the headersof the highest four layers
in MPEG stream (sequencdayer, GOP layer, picture layer and slice layer), and
optionally alsothe rst macroblock after ead slice headeror all I-frames and all
intracoded macroblocks. Spanosand Maples[2] suggestedo encrypt I-frames of
all MPEG groups of frames, the MPEG video sequenceheader (which contains
all of the decding initialization parameterssuc as the picture width, height,
frame rate, bit rate and bu er size), and the 1ISO end code. Bhargava, Shi and
Wang [3] proposedto encrypt only the sign bits of the DCT coe cien ts and
di erential values of motion vectors in P- and B-frames of MPEG video. In
approach by Li et al. [4] only the xed length coded (FLC) data elemeris of
a video stream are encrypted. Howewer, the following security issuesregarding
selective encryption have beenidenti ed: (1) encrypting only I-frames of a video
sequencealoesnot provide enoughsecurity against ciphertext-only attacks, since
the unencrypted B- and P-frames can reveal partial visible information [5]; (2)
neither encrypting the sign bits nor encrypting multiple signi cant bits of the
DCT coe cien ts is secureenough against ciphertext-only attacks utilizing the
unencrypted bits [6]; (3) if all encrypted DCT coe cien ts are setto xed values,
it is possibleto recover a rough view of the plaintext frame [7, 8]. In addition,
many selective approaces require modi cation to both standard encader and
decder, and a number of approacesresult in a format de ant video stream.

The secondtype of algorithms usea non-conventional full encryption method-
ology, where the encryption is performed on the ertire bitstream using a non-
convertional encryption algorithm. Most of these algorithms are targeted for
speed. Methods relying on fast chaotic maps are promising due to their fast
performance. Although many chaotic encryption approadeswere shovn to be
insecure, there are chaotic encryption algorithms that, up to date, remain un-
broken, such as the method of Li et al. [9]. An excellent overview of these
approades, along with their comparative security analysisis presered in [10]
and [11]. There are a few recenly proposed fast, hardware-friendly full en-
cryption methods that are basedon a classof neural networks [12]. However,
these methods were later shovn to be less securethan originally anticipated
[13]. There are also non-corvertional full approaces basedon other mathe-
matically hard problems, but most of them have been shawvn insecure due to
oversimpli cation. For example, Yi et al. [14] proposeda new fast encryption
algorithm for multimedia (FEA-M), which basesthe security on the complexity



of solving nonlinear Booleanequations. The schemewas shavn insecureagainst
seweral di erent attacks [15, 16]. In addition to questionablesecurity, most non-
corvertional full encryption approades are applied after encading which does
not support format compliancerequiremerts. Also many of thesealgorithms are
obsoletein recen yearsafter the wide adoption of AdvancedEncryption Stan-
dard (AES) that o ers much faster performancein comparisonto the previous
corvertional cryptosystems,including Data Encryption Standard (DES).

An approach to video encryption where the encryption step occurs before
encaling is attractiv e sincemany of the application requiremerts are inherently
supported. However, most encryption algorithms have a property to randomize
the sourcedata and thus negatively a ect compressionperformance of an en-
coder. The rst attempt to creating an encryption schemethat presenesthe
compressibility of the sourcewas made by Pazarci and Dipcin [17], in which the
encryption occurs in the RGB color spaceusing four secretlinear transforms
beforethe video is compressedby the MPEG-2 encader. However, in [4] it was
shawn that the schemeis not secureagainst brute-force attacks where seardiing
complexity is estimated to a computationally feasible number of possibilities,
and that the schemeis not secureagainstknown/c hosen-plairtext attacks. Also,
the schemeby Pazarciand Dipcin necessarilyproducesa perceivable output with
degradedquality but doesnot o er a mode where the output encrypted video
is non-perceivable. An encryption scheme of much stronger security basedon
permutations of video frameswas proposedin [18], and in this work we extend
this approad to a family of algorithms that can be used for variety of video
applications.

The rest of the paper is organized as follows. Section 2 intro ducespermu-
tations and examinestheir dual role in areas of data compressionand data
encryption. The proposedvideo encryption algorithms basedon permutation
transformations are preseried in Section 3, while in Section 4 a thorough se-
curity analysisis performed. Experimental results shaving the performance of
proposedalgorithms are given in Section5. Finally, Section 6 servesto presert
our conclusionsand ideasfor future work related to this researd.

2 Dualit y of Permutations

Permutation-based transformations are basicbuilding blocks for many compres-
sion and encryption techniques. However, the dual use of thesetransformations
has not been extensiwely studied. In this work we analyze the compression-
encryption duality of permutations and dewelop actual methodologies for the
dual useof certain permutation-based transformations in domain of digital video
compressionand encryption. To setthe stagefor the later discussion,somepre-
liminary de nitions are establishednext.

2.1 Permutations on Sequences

A video frame can be represerted in a one-dimensional nite sequenceusing
raster scan order. A permutation of a nite sequences is a bijection from s
onto itself. Permutation P is often represenied by its Cartesian form or brackets
form denoting the indices for the rearrangemett of s:

P=Ti1iz:iin];



whereij, 1 j n,is asequenceof n unique indices of elemerts of s, and n
is the size of s. The family of all permutations on a sequenceof size n forms
an algebraic group under functional composition, denoted by S,. P is called
sorting permutation of sif it rearrangess in ascendingorder. We usesfl1 il ;st

fil ::: fy! sorting permutations of s.

Proof. Let P be a sorting permutation of s. The indices corresponding to the
positions of s; appearin the rst f; placesof the Cartesian form of P, the in-
dicesof s, appearin the secondf , places,and soon. Thus, onecan partition P

ead segmen results in another sorting permutation of s sincethe indices corre-
spond to samevalues. At the sametime, exdchanging elemens acrosssegmers
disrupts ascendingorder of the resulting rearrangemen of s, and the corre-
sponding permutation is not a sorting permutation. Sincethere are f;! ways of
rearranging indices of the i-th segmen of the Cartesian form of P, there are
exactly f,! fo! :::  fy! sorting permutations of s. O

Thus, if a frame F is of dimensionw h, rearrangemerns of pixel values
from F are achieved when permutations from S,,  act on the corresponding

the color histogram of F, then accordingto Theorem 1 there aref,! ::: fy!
permutations in S,,  that sort frame F.

2.2 Permutations and Compression

Permuting a sequencea ects the correlation of the neighboring samples. If a
random permutation acts on a sequencethe correlation of the neighboring sam-
plesis likely destroyed and the compressibility is decreased.On the other hand,
if a sorting permutation acts on a sequencethe sample-to-samplecorrelation
of the symbols is the best possible,and thus very suitable for RLE coding and
similar compressionprimitiv esthat exploit suc correlation.

Many compressionalgorithms that assumeneighboring sample correlation
in the source, sud asthe image and video coding methods, are likely to take
advantage of the sorted signal and produce very good compression. Figure 1
illustrates how compressibility of a natural image dramatically changeswhen
pixel valuesare rearrangedaccordingto either a random permutation or a sort-
ing permutation.

2.2.1 Compressing a Sorting Perm utation

Even though certain permutations, suc as sorting permutations, can a ect the
compressionof sourcedata in the positive way, compressionof the permutation
itself is usually not e cien t. If a permutation P of degreen, i.e. P 2 S,, is
to be transmitted, an obvious way is to represen P as a sequenceof length n,
consisting of unique log, n-bit indices corresponding to a Cartesian form of P.
Total transmission cost is in that casenlog, n bits. If an ordering of permu-
tations from S, is xed, sud asthe lexicographic ordering, ead permutation



have its own index according to that ordering. For permutations with small
indices transmitting the index itself could be more e cien t, but in the worst
casethe cost of this transmission is log, n!. This approad is analogousto a
xed dictionary compressionapproad. Unfortunately, sorting permutations of
a natural image usually do not have lexicographically small index to compress
well. Furthermore, for frames with k-bit color palette, where k < log, n, it is
cheaper to sendan uncompressedframe (nk bits) from which the sorting per-
mutation can be calculated, than to directly transmit the sorting permutation

using nlog, n bits.

Thus, directly compressedsourcedata is usually smaller in sizethan com-
pressedpermuted sourcedata plus the compressedpermutation that is usedto
recover the original order of the source. If e cient compressioncan be per-
formed on a sourcedata, which is the casefor natural imagesand video frames,
it is likely that the cheapest way to transmit a sorting permutation is to trans-
mit the compressedsource from which the receiver can calculate the sorting
permutation after uncompressingthe received data. This revealsthe rationale
usedin the proposedalgorithms.

2.3 Role of Permutations in Data Compression

Permutation-based transformations were consideredto serve as a compression
primitiv e in the past. In [19], Burrows and Wheeler intro duced one sud trans-
formation, which is referred to asthe Burrows-Wheeler transformation (BWT).

The authors presenied an approad called Block Sorting LosslessData Com-
pression Algorithm, which combined BWT with move-to-front coding and a
standard compressorsuch as Hu man coding or arithmetic coding. The algo-
rithm reportedly achieves compressionrates similar to that of content-based
losslessmethods, but at executiontimes comparableto that of the fast general-
purpose losslesscompressors,such as Ziv-Lempel techniques. The work by
Burrows and Wheeler was further investigated and improved by Deorowicz [20].
Using the concept of permutation codes, Arnavut and others also studied ap-
plications of permutations and permutation codesto the compressionof digital

images[21]. According to study by Arnavut and Otu a good compressionis
achieved when BWT is used in losslesscompressionof color-mapped images

@) (b) (c)

Figure 1: Compressibility of a natural image a ected by permutations: (a) the
original 256 256 greyscaleimage Lena [GIF=66.5KB], (b) randomly permuted
image Lena [GIF=85.3KB], and (c) sorted image Lena [GIF=7.38KB]



where pixel valuesrepresen indicesthat point to color valuesin a look-up table
[21]. In [22], Arnavut and Magliverasintroduced Lexical Permutation Sorting
Algorithm (LPSA), a more generalizedversion of BWT which has better per-
formance than BWT when transmitting permutations. Sample reordering is
usedin many transform-basedimage and video coding methods. Speci cally,
in JPEG and MPEG type of image and video compression,a special reordering
(permutation) is usedto reorder transform coe cien ts (e.g. DCT coe cien ts)
in a xed orderthat allows for a more e cien t symbol entropy coding. Although
some alternate reorderings exist for certain applications, best performance on
averageis expected when the coe cien ts are permuted according to a zig-zag
ordering.

2.4 Permutations and Encryption

Permutations are used extensiwely as an encryption primitiv e in modern
symmetric-key cryptography. In addition, there is a signi cant number of
permutation-only encryption algorithms proposedin both analog and digital
image and video encryption.

In most modern symmetric-key cryptosystems, permutations are used for
data diusion. Systemssuc as AES or DES are essetially a Substitution-
Permutation Networks, or shortly S-P Networks, where permutation transfor-
mations are employedin every round. In fact, most symmetric-key block ciphers
rely on permutations of symbols (e.g. bits) in order to provide data di usion
[23]. In addition, there are cryptosystemsbasedsolely on transformations that
usepermutation groups. For instance, cryptosystem PGM (Permutation Group
Mapping) is basedon logarithmic signaturesof nite permutation groups[24].

Permutations are extensively usedin analog video encryption. Tedniques
sudh as scanline shuing [25] or pixel position shuing [26, 27, 28 represert
common approades for analog video encryption. Similarly, in digital video
encryption domain, secretpermutations are widely usedto shu e the positions
of pixels [29], but alsoto shue DCT/w avelet coe cien ts [30, 31], Hu man
table codewords [3], and even blocks or macroblocks [32]. Thesealgorithms are
basedsolely on secretpermutations that are generatedby a secretkey.

Video encryption algorithms based solely on secret permutations often re-
ceive harsh criticism. In [32] it is pointed out that these algorithms are in-
herertly and necessarilyinsecureagainst seweral typesof cryptanalysis, includ-
ing known-plaintext, chosen-plairtext and chosen-ciphertext attacks. The au-
thors ewven discusscryptanalytic techniques that are universally applicable to
all permutation-only encryption algorithms. While the main proposal of this
dissertation technically belongsto this category of algorithms, there is a crucial
di erence betweenthe algorithms proposed here and the previously proposed
permutation-only encryption algorithms. In Section 4 it is discussedin more
detail why this di erence makes the algorithms proposedin this work robust
against the various attacks presered in [32].

3 Correlation-Preserving  Video Encryption

Most encryption algorithms have a randomization e ect on the source data,
and as sud, can not be e ectiv ely applied before the compressionstage. In
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Figure 2: Block diagram of an approad where encryption occurs before video
encaling (compression).

this section we present a set of encryption algorithms for spatial-only video
coding basedon permutation transformations that have a correlation-preserving
property. Using these algorithms, one can perform encryption prior to video
encaing, asillustrated in Figure 2.

The basic idea behind the permutation-based methodology for correlation-
preserving video encryption is as follows. Sorted, as well as \almost sorted"
frames are strongly spatially correlated. Such permuted frames are in many
instanceseven more compressiblein terms of spatial-only coding than the orig-
inal sourceframes. When a sorting permutation of the previous frame acts on
the current frame, it produceswhat we refer to as an \almost sorted" frame.
Transmitting a compressedframe from which the initial permutation can be
computed is e cien t. Oncean initial permutation is transmitted through a se-
cure channel, the senderusesit to \almost sort" the next frame. In Section4 it
is shavn that, exceptin rare circumstances,a sorted or \almost sorted" frame
can be safely sert through the regular, non-securechannel. By calculating a
sorting permutation of the received frame, the receiver usesit to recover the
next frame, and soon. This way the spatial correlation within framesof a video
sequencds expectedto be presened, if not improved, when static-camera low-
motion sequencege.g. video conferencingor telephory) and spatial-only video
codecs(e.g. Motion-JPEG) are used.

3.1 Global System Settings

The systemis assumedto have two channels of communication (in physical or
abstract sense).ChR denotesa regular, non-securechannel where all messages
are plain and open for eavesdropping, while ChS denotesa securechannel that
can also be eavesdropped, however, the messagesre encrypted using a secure
communication protocol basedon a corvertional cryptosystem such as AES.
In our model, a video consists of one or more scenesand ead sceneconsists
of a sequenceof frames Fq;F5;:::;Fn. For a given frame, there are likely a
large number of sorting permutations of it (seeTheorem 1). The system must
X a method by which a unique sorting permutation is always selectedfor a
givenimage. Figure 3illustrates a method that we usedfor computing a unique
sorting permutation for a given frame. This particular method is basedon a
modi cation to a recursive quicksort algorithm, however, similar approad can
be usedwith other sorting methods.



Initializa tion: Setato acopy ofw hframeF,pto[012 ::: (w h) 1]
(the identit y permutation with zero-basedindex), | to 0, andr to (w h) 1.
Input: a, p, | andr.

1. Seti=1 1,j=r,andv= a[r]
2. If r | return from the algorithm
3. Start an in nite loop and do the following:
(@ Seti=i+1
(b) While a[i] < v do the following:
i. Seti=i+1
(c) Setj=j 1
(d) While v < afj] do the following:
i. If j = | break from this while loop
i. Setj=j 1
(e) If i ] break from the in nite loop
(f) Exchangea[i] and aJj]
(g) Exchangep[i] and p[j]

4. Exchange a[i] and a[r]
5. Exchange p[i] and p[r]
6. Recursively call this algorithm with a=a,p=p,I=landr=i 1
7. Recursively call this algorithm with a= a,p=p,l=i+ landr=r

Figure 3: Modi ed recursive quicksort algorithm for computing the unique sort-
ing permutation of a given frame.

3.2 Basic Algorithms

If F is a frame of sizen = width of F height of F, let P(F) be a frame
obtained by permuting the elemerns of F according to a permutation P from
Sn. The inverseof permutation P is denotedby P 1. For a given frame F;, let
P; denote the unique sorting permutation obtained by the modi ed quicksort
method from Figure 3. The encaling of frame F is denotedby E (F), and D(F)
denotesthe decaling of F. The basic algorithm for losslessvideo coding is
described in Figures 4 and 5 (encryption and decryption, respectively). The
algorithm for spatial-only losslessvideo encryption faithfully corresponds to
the model from Figure 2 where encryption completely precedesvideo encading.
This is achieved by creating \almost sorted" framesthat are sert through open
channel ChR. In spatial-only losslessvideo encaling adaptive dictionary-based
compressionprimitiv es are often usedto exploit neighboring pixel correlation
prior to applying entropy coding. In particular, this technique is employed in
Animated GIF and Motion PNG coding. Sorted and \almost sorted" data is
well-suited to this type of compression. Compressionwith a pixel prediction
model, sudch as the one used in Motion JLS (losslessJPEG), also relies on
correlation of the currently encaded pixel and the pixels in the neighborhood
area. In Motion JLS, for instance, a current pixel is predicted in raster order,



Input: Raw video sequence(or scene)Fq;:::;Fm.
1. Alice rst computesthe permutation P; from frame F;.
2. Alice calculates E(F1) and transmits it through ChS.
3. For eadh subsequen frame Fi, i = 2;:::;m, Alice doesthe following:

(a) Shecomputes the permutation P; and the frame P; 1(Fi);

(b) Alice then applies the standard encoder to the frame P; 1(Fi) and
transmits the encoded frame E(P; 1(Fi)) to Bob through ChR.

Figure 4: Basic encryption algorithm for losslessspatial-only video coding.

Input:  Encoded rst frame E(F1) and encrypted encoded subsequen frames

the following:

(@) Computes D(E(Pi 1(Fi))) = P; 1(Fi) and calculates F; =
P, L(Pi 1(1i)) where P, } is the inversepermutation of P; 1;

(b) Calculates the permutation P; of F;.

Figure 5: Basic decryption algorithm for losslessspatial-only video coding.

from pixels directly on top, to the diagonal and to the left of the current pixel.
Sorted and \almost sorted" data are also suitable for this compressionmodel.

Similar, but slightly dierent approac to video encryption can be taken
when dealing with lossy spatial-only video coding. However, to compensatefor
the lossof data and to prevert error propagation issues\almost sorting" permu-
tations must be calculated on the compressedrameswhich results in somewhat
more involved encryption step. The algorithm (encryption and decryption) tar-
geted for lossy video coding is depicted in Figures 6 and 7, respectively. This
algorithm requiresa compressionstage as a preprocessingto the encryption, so
technically it doesnot exactly correspondsto the Figure 2. When compression
is seenas a preprocessingstep, the algorithm should still be consideredto be
a pre-compressionencryption approad, and as sud, inhererntly possesseshe
nice properties suc as codec-standard compliance and format-compliance.

In lossytransform-basedcoding of digital imagesand video frames, typically
a block of pixels undergoesthe transformation such as DCT or wavelet. The
given block of pixels represerts a small sub-imageof the image or frame, thus
cortaining a set of two-dimensional neighboring pixels. In this setting sorted
and\almost sorted" imagesand framescompresswell. If the sorted and \almost
sorted" data is grouped in to the blocks of the samesizethat is usedin transform
coding, the compressionis further improved, as indicated by an example in
Figure 8.

The computational complexity of the proposed method is very low at the
decdder side for both losslessand lossy video coding, sincethe only additional
computation that hasto be performed involvesthe calculation of a sorting per-



Input: Raw video sequence(or scene)Fq;:::;Fm.

1. Alice rst computes E(F1) and then Fy = D(E(F1)) from which she
obtains the unique sorting permutation P,

2. Alice sendsE (F1) through ChS to Bob.
3. Shecomputes E (P(F»)) and sendsit through ChR to Bob.

4. Next, shecomputes F{ = D(E(PJ(F2))) and then F°= (P9 (FJ) from
which she calculates the unique sorting permutation P2°

5. For each subsequen frame Fi, i = 3;:::;m, Alice doesthe following:
(@) Computes E (P, (F)), and sendsit to Bob through ChR;
(b) Computes F°= D (E(P(Fi)));
(c) Applies (P®;) * to get F®= (P®;) *(F?;
(d) Calculates the canonical sorting permutation P;%

Figure 6: Basic encryption algorithm for lossy spatial-only video coding.

Input:  Encoded rst frame E (F1), encrypted encaded secondframe E (PY(F2))
and encrypted encoded subsequen frames of a video sequence (or scene)

1. Bob calculates D(E(F1)) = FY F; and sorting permutation P{.
From E(PX(F2)) he computes F = D (E (PX(F>))).

Bob approximates F2  F2°= (P9 (FJ.

He then recovers the unique sorting permutation P2°of F°

a M wD

(a) DecodesE (P, (F:)) into F2= D(E(P®(F))));
(b) Approximates F;  F®= (P%)) Y(F9;
(c) If i < m he calculates a sorting permutation P,%°of F,

Figure 7: Basic decryption algorithm for lossy spatial-only video coding.

mutation. The algorithm from Figure 3 usedto calculate the unique sorting per-
mutation of a given frame has a computational complexity of only O(N logN).
Inverting or applying a permutation is equivalent to a table lookup.

The basic algorithms proposedin this section can be extendedto accommo-
date for additional application requiremerts. For instance, these algorithms do
not o er perceptual quality cortrol, cannot handle global cameramotion suc
as translation, and do not support VCR-like functionality. Next, we introduce
seweral extensionsto the basic algorithms in order to support these additional
application requiremerts.

3.3 Extensions to Basic Algorithms

The following extensionsto the basic algorithms from Figures 4, 5, 6 and 7 are
establishedin order to broaden their applicability:

10
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Figure 8: Improving compressibility by adheringto block sizeusedin transform-
basedcoding: (a) 256 256 greyscaleimage Lena [JPEG=6.95KB], (b) sorted
image Lena in raster order [JPEG=1.81KB], and (c) image Lena fully sorted
and arranged accordingto 8 8 blocks conforming to the encader's transform
coding block size[JPEG=1.09KB]. The compressionquality parameter of JPEG
encaler was set to 50 (where 0 is the best quality and 100 the worst).

Block-basedextension for perceptual quality cortrol
Extension for handling global cameratranslational motion
Extension for hiding the histogram

Extension for enabling VCR-like functionality and better error resilience

3.3.1 Blo ck-Based Approac h

The proposedalgorithm can be applied on individual blocks within a frame the
sameway it is applied on the entire frame. By doing so, two di erent features
are achieved: (1) the algorithm is more robust to high motion within a frame as
long as the motion is limited to small number of blocks, and (2) by cortrolling
the block sizeone can alsocortrol the degreeof perceptionin the sensethat the
video becomesdegraded (blocky) but perceivable for smaller blocksizes. This
algorithmic mode is illustrated in Figure 12 (g), (h) and (i).

3.3.2 Extensions for Handling Global Camera Motion

Unfortunately, the basic algorithms cannot handle camera motion well, since
the sorting permutation of the previous frame will, in the caseof global motion,
not create almost sorted data when applied to the data of the current frame.
Howeer, if a global translational cameramotion is known, for instance by using
somemotion estimation methods asa preprocessor,it is possiblefor the receiver
to readjust the sorting permutation accordingly by sendingthis information to
the receiwer's side.

Assuming that the cameramovesin a simple translational motion, asillus-
trated in Figure 9, where x and y represert the amount of pixels that camera
moved within x-axis and y-axis respectively, the sorting permutation can be
readjusted to almost sort the current frame provided that the valuesof x and y
are given.

11
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Figure 9: Translational cameramotion.

Input:  Sorting permutation P; of w h frame F;, and a global horizontal and
vertical cameratranslational motion from frame F; to frame Fi.1 , denoted by
x and y respectively.

1. Setc=0andd=w h
2. For0 k< w h do the following:
(@) Seti= x+ Pi[kK] modw
(b) Setj = y+ bP;[k]=wc
() If j < h,j O,i<wandi OthensetPic]=j w+iand
increment c by 1

(d) Otherwise, set Pd] = (j mod h) w+ (i mod w) and decreased
by 1

Figure 10: Permutation readjustment algorithm to handle global translational
motion.

Supposea scenein which no movemert occurred is captured with a camera
that solely moved horizontally on x-axis a distance that translates to exactly
X pixels and vertically on y-axis a distance that translates to exactly y pixels.
Note that the value of x is positiveif the cameramovesto the right, and negative
if it movesto the left, while value of y is positive if the camera moves down,
and negative if it movesup. The algorithm preseried in Figure 10 is used for
readjusting the sorting permutation of frame F;, represened with zero-based
index and denoted by P;, into P to make it more suitable \almost sorting"
permutation of the next frame Fj.1 .

3.4 Histogram-Hiding  Extension

Histogram information in the basic model is known when the \almost sorted"
framesare sert through the regular channel. Thus, from a security point of view,

12
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Figure 11: Readjustmert of the sorting permutation: (a) previous frame, (b)
current frame with global motion x = 6;y = 4, (c) frame sorted with a sorting
permutation of the previous frame, and (d) frame sorted with a readjusted
sorting permutation of the previous frame.

it is a good idea to hide the histogram from the adversary. Since the original
histogram is actually secret, it is possible to hide the rest of the video his-
tograms by subtracting the sorted image (the histogram) of the previous frame
from the currently \almost sorted" frame, which intro ducessomecomputational
overheadin order to compute the di erences. This extension can be combined
with a block-basedextensionto either provide somelimited perceptual encryp-
tion and to restrict the motion-related permutation noiseto the block where
motion occurred, as illustrated in Figure 12 (k) and (I). This transformation
is equivalent to applying a secret permutation (or secret permutations in the
caseof block-basedapproad with histogram-hiding extension) on the ordinary
frame di erences, where a given permutation changessigni cantly from frame
to frame.

Giventwo w h video frames| and J, the frame di er ence betweenl| and
J, denotedby ( I;J), is de ned asfollows:

( 190yl = clip(lx;y]  JI[x;yl+ bx”%akC); 1 x w1y h
where | [x; y] denotesthe pixel value of | at coordinates (X; y), Xpeak the max-

imum pixel value (e.g. 2" 1 for n-bit-p er-pixel frames), and clip( ) is the
following function:

8

< Xpeak; X > Xpeak;
clip(x)=_ 0 X < 0;

X 0 X Xpeak-

One should note the following property regarding frame di erencing and
permutations. For two givenw h framesl and J and a permutation P 2 S, 4,
the following holds:

( P();P@A)) =P(C 1;3)):

In the proposed extension, it is more e cien t from the computational point
of view to perform the transformation P;(( Fi;Fj+1)) than the transformation
( Pi(Fi);Pi(Fis1)).

In the histogram-hiding extension, the spatial correlation is likely improved
over the baseapproad (seeSection5). When additional computation is allowed,
this extension usually reducesbitrate. A soleframe di erencing technique can
be usedto achieve a limited form of perceptual encryption provided that the
initial frame is kept secret, however, it is not an e ectiv e perceptual encryption
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mechanism since di erence frames carry too much visible information about
the content and additional encryption transformation is necessaryto provide
con dentialit y. When combined with block-based extension, histogram-hiding
approad achieves perceptual encryption with a considerably limited quality
control. Thus, the recommendeduse of this extension is with the basic algo-
rithms where ertire frames are permuted.

3.5 Extension for Enabling VCR-lik e Functionalit y and
Impro ved Error Resilience

Just likein MPEG video coding, there is a needfor having self-decalable frames,
onesthat are independert of previous or future frames. In the base scheme,
the current frame is always recoverable from the sorting permutation of the
previous frame, and as sudch, the scheme cannot handle VCR-lik e functionalit y
or frame dropping causedby noisy channels or other communication errors.
However, thesefunctionalities can be achieved in the following way. The sorting
permutation of the rst frame (the key frame) can be usedto \almost sort"
every k-th frame. The lossin compressiongain is expected to be small since
the assumption that all frames are part of a single sceneholds. By doing so,
the receiver can fast forward or rewind the video up to a k-th frame, and frame
dropping will aect only frames up to the next k-th frame. This strategy is
analogousto the strategy usedin MPEG-lik e algorithms, where GOP (group of
pictures) with repetitiv e I-frames are utilized.

4 Securit y Analysis

This section senesto analyze security aspects of the proposedmethods. The
security strengths and weaknessesre pointed out.

Brute-F orce Attac k. Brute-force attack is basedon exhaustive key seard,
and is feasible only for the cryptosystems with relatively small key space. In
our case,the brute-force attack consistsof two possiblevenues: one could either
attack the underlying corvertional cryptosystem usedfor encryption in channel
ChS, or the proposed permutation-based method used in channel ChR. For
that reason, it is recommendedto use a strong corverntional symmetric-key
cryptosystem, such as AES with 128-bit or stronger keys. The size of the key
spacerelated to our permutation-based method is equivalent to the following:
given a color histogram of an w  h image F, how many dierent imagescan
be formed out of the histogram color values? Note that F is just one of these
images.

number of di erent imagesthat can be formed by permuting F is equalto the
size of the S,, n-orbit of F, denoted by S,, 1(F), under the group action of
Sw h on the setof all possibleimagesof dimensionw h. Since

. . wh)!
iSw n(F)i= Q(k—)';
iy fil
there are exactly (wh)!=Q :‘:1 fi! di erent imageswith the samecolor histogram
sfll pil ;st These distinct images determine the e ectiv e key space of our
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Figure 12: 150-th frame of the following sequences:(a) original Akiyo, (b)

sequenceobtained by encrypting Akiyo with the basic encryption algorithm

for losslesscoding and decaling it without decryption, (¢) sequenceobtained

by properly decrypting an encrypted Akiy o with losslesscoding, (d) sequence
obtained by encrypting Akiy o with the basic encryption algorithm for lossy M-

JPEG caoding (with quality 90) and decading it without decryption, (e) sequence
decaed from a regular, not encrypted encaded Akiy o (compressedsize 16KB,

PSNR 45:198dB), (f) sequenceobtained by properly decrypting an encrypted

Akiy o using the proposed basic algorithm with M-JPEG coding (compressed
size 12KB, PSNR 41:737dB), (g)(h)(i) sequenceobtained by encrypting Akiy o

with the block-basedapproad (blocksizes32 32,16 16and8 8, respectively)

for losslesscoding and decading it without decryption, and (j)(k)(I) sequence
obtained by encrypting Akiy o with the histogram-hiding approad combined
with the basic encryption algorithm and the block-basedapproad (blocksizes
32 32 and 8 8, respectively) for losslesscoding and decaling it without

decryption.
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method. If one usesan n-bit convertional cryptosystem to encrypt key frames
in channel ChS, the actual key spaceof the proposedmethod is

min(2"; Q(kWh%):
i=1 "1

The size of the key spacedependson the color histogram of the encrypted
frame. As one can see,this number is extremely large when considering any
meaningful imagesof reasonabledimensions,and it is usually much larger than
brute-forcing 2" keys of the usedconverntional symmetric-key cryptosystem.

In the caseof block-based algorithmic mode, the attacker is faced with a
smaller key space.If a blocksizeof b cis used,there are wh=bcblocks within a
frame. Supposeead i-th b ¢ block in F hasthe color histogram si*;:::; sf .
Then, the size of the key spaceis

vvv:bc
min(2"; Qilqu! );
j=1 i=1 fii!

which is for reasonableblocksizes,such as8 8 or larger, still computationally
infeasible.

Kno wn/Chosen-Plain text and Chosen-Ciphertext  Attac ks. Permuta-
tion-only video encryption is consideredweak against known/c hosen-plain-text
attack, and a chosen-ciphertextattack [32]. Howewer, all of the previously pro-
posed methods rely on generating the secret permutation using a secret key.
Under this scenario,all of the aforemertioned attacks are trying to recover the
secretkey (or a part of it) that was usedfor the current or future encryptions.
Our schemedoesnot rely on such a principle, and there is no secretkey upon
which a permutation is generated. Our method relieson the sorting permutation
of the previous frame, and thus, a key is directly dependart of the plaintext.
Under a chosen-plairtext attack, the adversary can compute the sorting per-
mutation for the chosenframe, but this givesno information about the sorting
permutations for the unknown frames. Under a chosen-ciphertext attack, the
adversary canrecover the unsorting permutation for the chosenencrypted frame,
but this givesno information regarding other unknown ciphertexts.

Kno wn Weaknesses. A limited known-plaintext attack is applicable to our
method, becausethe adversary can recover all frames that follow the known
frame until the scenechangesand key frame is updated. This, howewver, only
revealsthat onescene,sincethe key is completely changedas soon asthe scene
changes. This is a feature of all systemswhosekey depends on the plaintext.
In addition, if the adversary has the information on the possiblevideosto be
encrypted, he or she may be able to recognizewhich video sequenceis being
transmitted from Alice to Bob by observing the publicly given pixel value his-
tograms of frames. Another related problem is the adversary'sability to analyze
the properties of a given histogram for rough cluesabout the cortent. Namely,
cartoon pictures and real photos have di erent histograms, and photos of hu-
man facesusually have narrower histograms than photos of natural sceneq33].
Although limited, these attacks are unavoidable in the proposed scheme and
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the scheme should not be usedwhen conditions are suc that theseattacks are
possibleto launch by an adversary.

Histogram-hiding extensionof the proposedalgorithms is much more robust
againstthe secondtype of the known histogram attack sincethe adversary does
not have the actual color histograms of the framesneededto analyzethe proper-
ties of a given histogram for rough cluesabout the cortent. Sourcerecognition
attack still holds sincethe adversary have the accesdo the distribution of frame
di erences in the encrypted video, a statistics that can reveal the previously
known video.

Even though someweaknessedave beenidenti ed, the proposedvideo en-
cryption algorithms are applicable to a majority of real-word video security
scenarios.

5 Exp erimen tal Results

To evaluate the performanceof our method in terms of compressionexperimerts
are performed on six benchmark sequencesn CIF (352 288)and QCIF (176
144) formats. Table 1 shaws the technical summary of the usedsequencesThe
following is a legend of acronyms usedin Tables?2, 3, and 4:

basic{ basic algorithm operating on ertire frames

blk32 { block-basedextension operating on 32 32 blocks
blk16 { block-basedextensionoperating on 16 16 blocks
blk8 { block-basedextensionoperating on 8 8 blocks

basic+hh { basicalgorithm with histogram-hiding extensionoperating on
entire frames

blk32+hh { block-basedextensionoperating on 32 32blockswith histogram-

hiding extension

blk16+hh { block-basedextensionoperating on 16 16blockswith histogram-

hiding extension

blk8+hh { block-basedextensionoperating on 8 8 blocks with histogram-
hiding extension

none{ encading without encryption

Table 1: Sequencesisedin the experimernts.

Sequence # of frames | Format | Bits/pixel
Hall Monitor 250 CIF 8
Akiy o 250 CIF 8
Mother Daughter 250 CIF 8
Grandma 100 QCIF 8
Claire 100 QCIF 8
Miss America 100 QCIF 8
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Table 2: Compressionperformanceof the proposedencryption algorithms with
losslessspatial-only video coding.

Animated GIF

Algorithm | Hall Monitor ~Akiyo Mother Grandma Claire Miss Am
basic 0.746 0.433 0.745 0.685 0.776 0.867
blk32 0.959 0.597 0.955 { { {
blk16 0.976 0.655 0.968 0.845 0.908 0.981
blk8 0.980 0.745 0.975 0.877 0.941 0.990
basic+hh 0.633 0.254 0.634 0.438 0.475 0.683
blk32+hh 0.657 0.264  0.654 { { {
blk16+hh 0.657 0.262  0.652 0.444 0.487 0.686
blk8+hh 0.658 0.259  0.650 0.445 0.487 0.688
Motion PNG
Algorithm Hall Monitor  Akiyo Mother Grandma Claire Miss Am
basic 0.813 0.421  0.789 0.695 0.765 0.891
blk32 0.993 0.555 0.969 { { {
blk16 1.007 0.631  0.982 0.869 0.941 0.995
blk8 1.011 0.738  0.993 0.915 0.990 1.011
basic+hh 0.699 0.302  0.709 0.510 0.571 0.729
blk32+hh 0.713 0.314 0.713 { { {
blk16+hh 0.715 0.310 0.710 0.517 0.587 0.740
blk8+hh 0.716 0.307 0.708 0.518 0.583 0.743
Motion JLS

Algorithm Hall Monitor  Akiyo Mother Grandma Claire Miss Am
basic 1.113 0.693 1.135 0.757 0.954 1.131
blk32 1.120 0.691 1.122 { { {
blk16 1.128 0.750 1.132 0.818 1.037 1.142
blk8 1.150 0.854  1.147 0.882 1.135 1.163
basic+hh 1.053 0.441 1.085 0.662 0.789 1.069
blk32+hh 1.049 0.445 1.056 { { {
blk16+hh 1.048 0.440 1.047 0.660 0.794 1.064
blk8+hh 1.046 0.433 1.035 0.664 0.797 1.064

Each sequencefrom Table 1 was encrypted with the proposed video en-
cryption algorithms and encaded with both losslessand lossy spatial-only video
coding. The encrypted sequencesare evaluated in terms of compressionper-
formance, and in caseof lossy coding, also in terms of resulting PSNR. The
goal was to measurehow the proposedcorrelation-preserving algorithms a ect
compressibility. Tables2 and 3 shaw the ratio of encrypted encaled bitsize and
the unencrypted encaded bitsize.

Finally, Table 4 shaws the resulting PSNR for the lossycoding case. There is
often a modestlossof quality dueto slight salt-and-pepper noisethat is addedto
the reconstructed (decrypted) video due to quartization, as depicted in Figure
12 (e) and (f).
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Table 3: Compressionperformanceof the proposedencryption algorithms with
lossy spatial-only video coding.

Motion JPEG (Qualit y 90)
Algorithm | Hall Monitor  Akiyo Mother Grandma Claire Miss Am

basic 0.923 0.797 1.035 0.602  0.756  1.015
blk32 0.904 0.826  1.010 { { {

blk16 0.925 0.863  0.999 0.716  0.947  1.003
blks 0.945 0.876  0.987 0.779 0954  0.995
basic+hh 0.741 0.373  0.801 0.349  0.397  0.732
blk32+hh 0.709 0.340  0.700 { { {

blk16+hh 0.690 0.327  0.666 0.324  0.361  0.691
blk8+hh 0.664 0.305 0.636 0.317  0.346  0.658

Motion JPEG (Qualit y 70)
Algorithm | Hall Monitor Akiyo Mother Grandma Claire Miss Am

basic 0.825 0.796  0.968 0580  0.687  0.999
blk32 0.803 0.870  0.972 { { {

blk16 0.845 0.886  0.955 0.740 0913  0.984
blks 0.888 0.893  0.937 0.805  0.945  0.976
basic+hh 0.524 0.314  0.527 0261  0.328  0.570
blk32+hh 0.487 0.309  0.460 { { {

blk16+hh 0.465 0.301  0.434 0.256  0.321  0.538
blk8+hh 0.449 0.288  0.418 0.255  0.316  0.522

Motion JPEG (Qualit y 50)
Algorithm | Hall Monitor Akiyo Mother Grandma Claire Miss Am

basic 0.764 0.750  0.889 0580 0657  0.38
blk32 0.763 0.849  0.917 { { {

blk16 0.822 0.867  0.911 0.757  0.895  0.962
blk8 0.882 0.885  0.893 0.814 0939 0951
basic+hh 0.403 0.340  0.442 0291  0.356  0.550
blk32+hh 0.374 0.332  0.409 { { {

blk16+hh 0.364 0.325  0.395 0201  0.356  0.542
blk8+hh 0.372 0.320  0.390 0293  0.355  0.535

6 Conclusions and Future Work

In this work, we presen a methodology for encrypting a video content beforethe
compressionphase, without signi cantly impacting the compressionratio. In
its core, the proposedapproad is basedon permuting the current frame with
a speci ¢ sorting permutation of a previous frame. The proposed algorithms
presene, and in someinstancesevenimprove the spatial correlation of the source
data since\almost sorted" frames on averagehave a better spatial sample-to-
samplecorrelation than the actual frames. Therefore, spatial-only video codecs
can be enhancedwith an encryption-equipped preprocessorand a decryption-
equipped postprocessorthat can result in similar, slightly worse, or slightly
better compressionperformance but in the sametime providing a signi cant
level of computationally provablesecurity. In e ect, the algorithm producesfully
application-friendly output and requires no modi cation to the codec modules.
Both security and performanceanalysis of the proposedmethod shaw that the
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Table 4: Resulting PSNR (in dB) with lossy spatial-only video coding.

Motion JPEG (Qualit y 90)
Algorithm | Hall Monitor  Akiyo Mother Grandma Claire Miss Am

none 43.03 4510 45.05 4062 4474 4518
basic 38.76 4150 39.61 4114 4181  41.14
blk32 39.03 43.04  40.64 { { {

blk16 39.94 4317  40.93 4166 4316  42.10
blks 40.23 4325  41.22 4140 4316  42.37
basic+hh 39.98 46.15 4135 4505 4612  43.47
blk32+hh 40.37 46.66  42.13 { { {

blk16+hh 40.57 47.00  42.47 4544  46.80  43.96
blk8+hh 40.85 4752  42.82 4563 4718  44.32

Motion JPEG (Qualit y 70)
Algorithm | Hall Monitor ~Akiyo Mother Grandma Claire Miss Am

none 37.97 4023 40.73 36.11  39.46  41.10
basic 33.38 36.04  34.27 3598 3623 3561
blk32 34.90 37.42 3542 { { {

blk16 35.42 37.70 35.88 36.34 3726  36.70
blks 35.72 38.03  36.39 36.19 3735  37.18
basic+hh 36.09 4291 3836 4347 4353  40.67
blk32+hh 36.74 4319  38.90 { { {

blk16+hh 37.13 4356  39.27 4372 4411  41.03
blk8+hh 37.64 4415  39.79 4390 4449  41.49

Motion JPEG (Qualit y 50)
Algorithm | Hall Monitor ~ Akiyo Mother Grandma Claire  Miss Am

none 35.80 38.04 38.71 3446 3713  39.32
basic 31.27 33.84 32.33 33.72 3401  33.49
blk32 32.76 35.03  33.47 { { {

blk16 33.25 35.43  33.98 3405  34.83 3455
blks 33.63 35.81  34.61 3399 3504  35.10
basic+hh 34.95 41.02 3751 4235  42.09  39.78
blk32+hh 35.42 4114  37.88 { { {

blk16+hh 35.82 4139 3821 4251 4249  39.93
blk8+hh 36.43 4182 38.73 4265 4278  40.32

algorithms are computationally e cien t and resistart to typical cryptanalytic
attacks.

There are seweral obvious applications in practice for which the proposed
algorithms are suitable. Industrial and business-relatedvideo telephory and
videoconferencingoften requires con dentialit y. The types of videos and price
of spatial-only codecs, such as M-JPEG, clearly suit the requiremerts of the
proposed encryption approadh. Surveillance video monitoring is also a suit-
able application. In this application it is important not to use motion-based
coding since motion coding tends to reduce the spatial resolution, but more
importantly, interpolated video is inadmissible as evidencein many legal juris-
dictions. Due to recert terrorist attacks on western courtries suc as United
States and United Kingdom, airplane cockpits and other public transportation
placesare monitored by their governments. Here, M-JPEG is currently the pre-
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ferred method asit allows ead picture to be wholly compressednto a data le,
whereasMPEG derives frames from a sequencestoring mainly the di erences
and useinterpolated frameswhich really do not stand up in court [34]. Digital
multimedia captured for medical purposesis likely to be encaded with lossless
video coding and without any kind of interpolation sincethe highest precisionis
necessanffor correct diagnosis,and many medical multimedia videosare indeed
represened by a single scenewith low-motion.

Future directions should include an investigation of extending or modifying
this principle to achieve e ciency in exploiting temporal correlation as well,
in order to achieve applicability to more advanced video codecssud as H.26x
and MPEG family. The proposedalgorithms could be combined with an ob-
ject segmemation approad to improve robustnessagainst movemert of objects
within the scene. In this approad it is possibleto use sorting permutations
from previous frame for ead object in the scene(including background). An-
other possibility for future researd include the extensionto spatial selectivity
(e.g. to achieve anonymity) where only objects of interest (such as human face,
etc.) are encrypted, while other objects are kept unencrypted.
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